IAZOX Helping Businesses Reach Compliance

Integrated E-Commerce

The Importance of Having a Secure Environment

Properly securing credit card accounts and transaction information has become crucial for all companies that
process or transmit credit card transactions. This is why Visa and other major credit card companies have formed
the Payment Card Industry Security Standards Council (PCI SSC) with the goal in mind of protecting consumers,
merchants and service providers. PCl SSC has also established a set of comprehensive requirements for enhancing
payment account data security called the Payment Card Industry Data Security Standard (PCI DSS). To meet PCI DSS
compliance companies go through 12 requirements that revolve around building and maintaining a secure network,
protecting cardholder data, maintaining a vulnerability management program, implementing strong access con-

trol measures, regularly monitoring and testing networks, and maintaining an information security policy. Once a
company is PCl compliant, it makes it easier to gain customer trust and assurance that your site is safe. In addition,
it also helps companies in the long-run avoid hefty fines that can run up to $500,000 for not being PCl compliant.
Choosing the right application software is an important step in becoming PCl compliant. It should also be noted that
merchant account providers will not issue merchant accounts to any company using application software that is not
certified. Companies that use an uncertified credit card payment solution may be unable to get a merchant account
or may be forced to pay higher rates. This is why taking the proper measures to implement PCl compliance by the
July 1, 2010 deadline is so important.

How Azox Can Help

At Azox, we realize that implementing an E-Commerce solution can be complex and time consuming. From
developing more fully featured online environments to building PCl compliant credit card processing solutions,
Azox provides an industry leading solution like no other. We have taken measures and developed secure payment
applications that do not store prohibited data, such as full magnetic stripe, CVV2 or PIN data, and ensure payment
application support compliance with the Payment Card Industry Data Security Standard (PCI-DSS). As a result, Azox
has recently gained PA-DSS (Payment Application Data Security Standard) validation for its Credit Card Extension
Products. By adhering to industry data security standards, our customers can offer a safer shopping environment
for its customers and alleviate issues that may come up down the road. As a Microsoft Gold Certified Partner and
ISV we are committed to innovation and helping companies implement the proper security measures to help gain
compliance. For more information, please visit www.azox.com or call 734.928.6010.

To learn more about payment application security mandates follow this link:
http://usa.visa.com/download/merchants/payment_application_security_mandates.pdf

To read a press release about Azox becoming PA-DSS validated visit:
http://www.azox.com/ABOUTUS/PressRelease/tabid/428/mid/1485/newsid1485/125/Default.aspx

To learn more about Azox Credit Card Extension visit:
http://www.azox.com/PRODUCTS/EPayment/CreditCardExtension/tabid/451/Default.aspx

ABOUT AZOX

As a Microsoft Gold Certified Partner and Strategic ISV, Azox is a recognized leader in e-commerce solutions for Microsoft
Dynamics market. Azox develops and delivers fully integrated e-commerce solutions, online payment solutions, and distribution
modules to businesses of all sizes and all kinds around the world. Dedicated to developing and marketing software for Microsoft
Dynamics, Azox produces world class solutions in these key areas:
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